Limited Access VPN Instructions

To access the VPN you will need to have Cisco AnyConnect installed on your system. You will need
administrative privileges on the system on which you choose to install AnyConnect.

1. Open up a browser (Chrome, Edge, Firefox, Safari) and browse to https://jscvpn.nasa.gov

2. You should see the following:

e Cisco Secure Desktop
CISCO

& weblLaunch Platform Detection
Web-based launch of Cisco Secure Desktop is not
_ Platform supported with &4-bit versions of IE. Please retry
Detection with the 32-bit version of IE.

Continuing in 54 seconds.

Download

3. Let the ‘Continuing in X seconds’ countdown hit zero and you should
now see the following:

e Cisco Secure Desktop

Cisco
& WeblLaunch WebLaunch
Automated download of Cisco Secure Desktop is not
+ _ Platform supported by your system configuration.
Detection

To proceed, you can use the link below to login.
However, your system will not be checked for
reguired policies. As such:

+ Corporate policy may prevent or restrict

- WebLaunch aCCess. _
*+ Some rescurces may be unavailable,

Log In

Download



https://jscvpn.nasa.gov/

4. Click the ‘Log In’ link and you should get the following:

:L‘J Logon

Your client cerificate will be used for authentication

Group | AFRC_RAIF_Sec v

Logon

5. Change the ‘Group’ to ‘JSC_SA SAMS_TSC_ Pri’ and you will get prompted for a ‘Username’ and
‘Passcode’. Enter this information as specified below and click ‘Logon’

e Username: <NDC username>
e Passcode: <Your RSA PIN><Token Code>

Enter the RSA PIN and Token Code back to back with no space in between. Your RSA PIN
was setup at the time you received and activated your token. It should be an 8 character
alphanumeric id.

1'.-;&' L
1 ‘J Logon
Group JEC_SA_SAMS_TSC_Pri v
Username | |
Passcode | |
LugonI

6. If prompted for another ‘code’, enter the next 6 digit code from your RSA token (NOT THE CODE
FROM THE PREVIOUS STEP) and proceed.



7. You will now see the following...click ‘Continue’.

“NOTICETOUSERS™

** By accessing and using this information system, you
** ** acknowledge and consent to the following: = *= ==
** You are accessing a8 U.S. Government information **
** gystem, which includes: (1) this computer; (2) this **
** computer network; (3) all computers connected to
this ** ** network including end user systems; (4) all
devices ** ** and storage media attached to this
network or to any ** ** computer on this network; and
(5) cloud and remote ** ** information services. This
information system is ** ** provided for U.5.
Government-authorized use only. You = ** have no
reasonable expectation of privacy regarding any ** **
communication transmitted through or data stored on
this ** ** information system. At any time, and for any
lawful ** ** purpose, the U.5. Government may monitor,
intercept, ** ** seJSCh, and seize any communication
or data transiting, ** ** stored on, or traveling to or from
this information ** =* system. You are NOT authorized
to process classified = ** information on this
information system. Unauthorized or ** ** improper use
of this system may result in suspension or ** ** loss of
access privileges, disciplinary action, and civil *=* **
and/or criminal penalties. =

“*NOTICETOUSERS™

8. You should now see the following screen which will allow you to download the installer file for
Cisco AnyConnect...click the ‘Download for...” button and wait for the download to complete.

cisco AnyConnect Secure Mobility Client o

Download & Install

Download Cisco AnyConnect Secure Mobility Client and install it on your computer.

Download for Windows

© Instructions



9. Install Cisco AnyConnect using the downloaded installer file.

10. Once installed go ahead and launch Cisco AnyConnect to get to the following:

{’_'5' Cisco AnyConnect Secure Mobility Client — *

o | Connect

11. Enter ‘jscvpn.nasa.gov’ and click ‘Connect’.

12. If you get the following, continue to click ‘Cancel’ until the window closes.

Windows Security > I

Smart Card

Select a smart card device

Connect a smart card

OK Cancel ut

13. Click ‘OK’ in the following window to accept the message:

Cisco AnyConnect et

1 | Certificate Validation Failure




14. Change the ‘Group’ to ‘JSC_SA_SAMS_TSC_Pri’ in the following popup:

@ Instructions

@ Cisco AnyConnect | jsovpn.nasa.gov X

ﬁ Certificate validation Failure

Group: | AFRC_RAIF_Sec

@ Cisco AnyConnect Secure Maobility Client

Certificate Validation Failure

Jscvpr.nasa.gov

15. Enter your username and passcode just like you did in step 5 above and click ‘OK’.

@ Cisco AnyConnect | jscvpn.nasa.gov X
® Instructions
ﬁ Awaiting user input.
- Group: |JSC—SA—SAMS—TSC—W Vl € Cisco AnyConnect Secure Mobility Client — *
Username: ||

VPN:

Passcode: |
Awaiting user input.

jscvpn.nasa.gov Connect

16. Click ‘Accept’ when the following appears:

| Cisco AnyConnect I

~
B NOTICETO USERS -
** By accessing and using this information system, you ™"
** acknowledge and consent to the following: =
**You are accessing a U.5. Govemment information - o
et ki imal den s (1 bR s dees T A -

| Accept I | Disconnect |

|SCO AnyConnect secure Mobility Client and install It on your ¢



17. You should now be connected to the VPN. Test your connection by browsing to
https://tscl.jsc.nasa.gov. You should be able to reach this page and sign in using
your JSC-TSC username and password. If you don’t have these credentials or
can’t remember them please contact jsc-tscdata@mail.nasa.gov for assistance.



https://tsc1.jsc.nasa.gov/
mailto:jsc-tscdata@mail.nasa.gov

